
Network 
Engineer 

Azure Skills Navigator

Cloud networking continues to evolve and network engineers face 
a growing list of tasks, from migrating workloads to the cloud and 
managing hybrid connectivity to empowering remote workers and 
supporting strategic scenarios that enable digital transformation. 

This Azure learning journey is designed for network engineering 
professionals needing to recommend, plan, and implement Azure 
networking solutions, including hybrid networking, connectivity, 
routing, security, and private access to Azure services. Start your 

networking journey in the cloud by understanding the  
basic tenets of Azure networking, how to configure hybrid 
connections, and manage the solutions for performance, 
resiliency, scale, and security.  

Then learn how to deploy networking solutions by using the Azure 
Portal and other methods, including PowerShell, Azure Command-
Line Interface (CLI), and Azure Resource Manager templates 
(ARM templates). You will gain an understanding of networking 
architectures and patterns, and how to configure, manage, secure, 
and troubleshoot virtual networks. 



The fundamentals of  
Microsoft Azure

Introduction to  
Azure networking solutions

Configure and manage Azure 
Virtual Networks

Understanding networking 
architectures and patterns

3

4

7

10

13

15

18

Learning  
topics

Network Security

Troubleshooting

Continue your learning



 

Networking in the cloud is different. Your endpoints 
are logical, not physical. When you plan to deploy 
your applications and services in Azure, you will 
start by creating a logical boundary in Azure, which 
is called a virtual network. You no longer manage 
physical equipment, but you still must plan for the 
logical entities such as IP addresses, IP subnets, 
routing, and policies.  
 
In this section, you’ll learn about the foundational 
concepts of cloud computing and gain an overview 
of Azure services. 

The fundamentals 
of Microsoft Azure

Azure Fundamentals Azure fundamentals is a six-part series that teaches 
you basic cloud concepts, provides a streamlined 
overview of many Azure services, and guides you 
with hands-on exercises to deploy your very first 
services for free. 
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https://learn.microsoft.com/learn/paths/az-900-describe-cloud-concepts/?WT.mc_id=modinfra-54005-socuff?WT.mc_id=modinfra-73639-orthomas


 
This section introduces some of the key Azure 
Networking services for deploying, managing, and 
securing Azure networks, with self-paced learning 
modules and documentation. 

Introduction to Azure 
networking solutions 

Explore Azure Networking Services Examine several of the core networking resources 
available in Azure. You will learn about configuring 
Azure Virtual Network into a customized network 
and using Azure VPN Gateway and Azure 
ExpressRoute to create secure communication 
tunnels between your company’s different locations. 

SELF-PACED LEARNING38 MINS.

Introduction to Azure Virtual Networks Learn how to design and implement fundamental 
Azure Networking resources such as virtual 
networks, public and private IPs, DNS, virtual 
network peering, routing, and Azure Virtual Network 
Network Address Translation (NAT). 

SELF-PACED LEARNING40 MINS.
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Introduction to Azure 
networking solutions 

What is Azure Virtual Network?

Introduction to Azure Private Link  

Introduction to Azure DNS

Get an overview of Azure Virtual Network and how 
it enables many types of Azure resources to securely 
communicate with each other, the internet, and 
on-premises resources. 

After completing this module, you will know how 
Azure Private Link enables private connectivity to 
Azure services, including its features, how it works, 
and its use cases. 

Learn about Azure Domain Name Services (DNS), 
how it works, and when you should choose to use 
Azure DNS to meet your organization’s needs. 

ARTICLE5 MINS.

40 MINS.

48 MINS.

SELF-PACED LEARNING

SELF-PACED LEARNING

Introduction to Azure Virtual Network NAT This module teaches you how to describe the 
Microsoft Azure Virtual Network Network Address 
Translation (Azure Virtual Network NAT) service, and 
discusses scenarios of usage. Learn how it works 
and explores basic steps for its deployment and 
configuration. 

SELF-PACED LEARNING51 MINS.
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Introduction to Azure Route Server 

Introduction to Azure Network Watcher

Azure networking documentation:

Learn how to describe the Microsoft Azure Route 
Server and how it works, discuss scenarios of usage, 
and explore basic steps for its deployment and 
configuration. 

Azure Network Watcher allows your organization 
to detect and monitor issues related to the network 
performance of infrastructure as a service (IaaS) 
resources in Microsoft Azure. Learn how it works 
and when you should choose to use Azure Network 
Watcher.

Learn about Azure Domain Name Services (DNS), 
how it works, and when you should choose to use 
Azure DNS to meet your organization’s needs. 

SELF-PACED LEARNING46  MINS.

18 MINS.

RESOURCES

SELF-PACED LEARNING

Introduction to Azure 
networking solutions 
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This section delivers resources for building, monitoring, 
and protecting your virtual networks. You will learn how 
to create an Azure virtual private network using the 
network topologay that best suits your environment.

Configure and manage 
Azure virtual networks 

Configure and manage virtual 
networks for Azure administrators

Learn how to configure and manage Azure network 
capabilities like connectivity services, application 
protection, application delivery, and network 
monitoring services. 

SELF-PACED LEARNING15 HRS.

Configure the network for your virtual machines Learn how to create an Azure VPN and VPN gateway 
and configure networking in a secure way for Azure 
virtual machines. 

SELF-PACED LEARNING1.5 HRS.
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https://learn.microsoft.com/learn/paths/azure-administrator-manage-virtual-networks/?WT.mc_id=modinfra-73639-orthomas
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Configure and manage 
Azure virtual networks 

Create a secured hub and spoke network 

Connect to virtual machines through  
the Azure portal by using Azure Bastion

Create a virtual network using PowerShell

In this tutorial, you will create a hub and spoke 
network topology using Azure Virtual Network 
Manager and deploy a VPN gateway in the hub 
virtual network to allow resources in the spoke 
virtual networks to communicate with remote 
networks using a VPN.  

Learn how to evaluate and deploy Azure Bastion to 
securely connect to Azure virtual machines directly 
within the Azure portal, to effectively replace an 
existing Jumpbox solution.  

In this Quick Start tutorial, you learn how to create 
a virtual network and deploy VMs into the virtual 
network. You then connect to the VMs from the 
internet and communicate privately over the 
virtual network. 

ARTICLE

ARTICLE

ARTICLE

7 MINS.

40 MINS.

5 MINS.
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https://learn.microsoft.com/azure/virtual-network-manager/tutorial-create-secured-hub-and-spoke?WT.mc_id=modinfra-73639-orthomas
https://learn.microsoft.com/learn/modules/connect-vm-with-azure-bastion/?WT.mc_id=modinfra-73639-orthomas
https://learn.microsoft.com/azure/virtual-network/quick-create-powershell/?WT.mc_id=modinfra-73639-orthomas
https://learn.microsoft.com/azure/virtual-network-manager/tutorial-create-secured-hub-and-spoke?WT.mc_id=modinfra-73639-orthomas
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https://learn.microsoft.com/azure/virtual-network/quick-create-powershell/?WT.mc_id=modinfra-73639-orthomas


Configure and manage 
Azure virtual networks 

ARTICLEWhat is Azure Virtual Network Manager? Discover Azure Virtual Network Manager (Preview), 
a management service that enables you to group, 
configure, deploy, and manage virtual networks 
globally across subscriptions. 

2 MINS.

RESOURCESAzure PowerShell Cmdlets reference 
for Azure Networking

Find links to detailed help for all the Azure 
Network Cmdlets. 

Azure PowerShell samples for virtual network Find links to Azure PowerShell scripts for creating 
and deploying specific types of virtual networks. 

ARTICLE2 MINS.
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You have choices when it comes to designing your 
network infrastructure and applications. This section 
offers guidance, example architectures, and topologies 
for building reliable, resilient networks. 

Network architectures 
and patterns 

Resilience in Azure whitepaper This document provides guidance for designing 
resilient applications on Azure and provides 
sample application design patterns for varying 
levels of resilience. 

WHITEPAPER

Architect network infrastructure in Azure Learn how to architect a secure, flexible, network 
infrastructure in Azure and connect on-premises 
networks to your Azure resources. 

SELF-PACED LEARNING9.5 HRS.
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https://azure.microsoft.com/resources/resilience-in-azure-whitepaper/?WT.mc_id=modinfra-73639-orthomas
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Network architectures 
and patterns 

3

Networking architecture design

Spoke-to-spoke networking

Azure Private Link in a hub-and-spoke network

This article provides information about sample 
architectures, networking tools, solutions, and 
guides to help you explore networking in Azure. 

This article focuses on various patterns that 
are available for communication flows among 
workloads deployed in Azure virtual networks, 
either within one region or in different regions. 

This article provides guidelines for using Azure 
Private Link in hub-and-spoke network topology 
and how to use Azure Private Endpoint to privately 
access platform as a service (PaaS) resources. 

ARTICLE

ARTICLE

ARTICLE

ARTICLE

3 MINS.

15  MINS.

8 MINS.

Hub-spoke network topology in Azure This reference architecture details a hub-spoke 
topology in Azure which acts as a central point 
of connectivity to many spoke virtual networks 
or your on-premises networks.  

10 MINS.
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https://learn.microsoft.com/azure/architecture/guide/networking/networking-start-here?WT.mc_id=modinfra-73639-orthomas
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3

Virtual WAN network topology

Architecture for reliability  
with Azure Front Door

Azure Load Balancing

Explore key design considerations and 
recommendations for virtual wide-area networks 
(Virtual WAN) in Microsoft Azure. 

Go backstage with Azure Front Door and see 
how the set of global vantage points where 
Front Door is deployed are used to self-heal and 
optimize the user experiences for services that 
use the Front Door platform. 

Learn about various load balancing options 
available from Azure, including a service 
selection tool for your workloads. 

ARTICLE

VIDEO

VIDEO

VIDEO

6  MINS.

17  MINS.

30 MINS.

Azure Networking video playlist Select from a list of how-to, best practices, and 
what’s new on Azure Networking. 

CERTIFICATIONExam AZ-700: Designing and Implementing 
Microsoft Azure Networking Solutions

Candidates for this exam should have subject matter expertise in 
planning, implementing, and maintaining Azure networking solutions, 
including hybrid networking, connectivity, routing, security, and 
private access to Azure services. 

Network architectures 
and patterns 

3

Network architectures 
and patterns 
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Protecting your network in the cloud requires different 
skills and tools. In this section, you will learn about the 
Azure services for ensuring safe and trusted connectivity 
across your organization. 

Network  
security 

Azure network security overview This article covers some of the options that Azure 
offers for network security. Learn about the 
robust networking infrastructure to support your 
application and service connectivity requirements.  

Secure network connectivity on Azure Learn about the Azure services that help ensure 
that your network is safe, secure, and trusted, 
and how to configure network security groups to 
filter network traffic to and from Azure resources 
within a Microsoft Azure virtual network. 

34 MINS.

22 MINS. ARTICLE

ARTICLE
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https://learn.microsoft.com/azure/security/fundamentals/network-overview?WT.mc_id=modinfra-73639-orthomas
https://learn.microsoft.com/learn/modules/secure-network-connectivity-azure/?WT.mc_id=modinfra-73639-orthomas
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Network security 

Implement Network Security on Azure

Secure and isolate access to Azure 
resources by using network security  
groups and service endpoints

Encrypt network traffic end to end 
with Azure Application Gateway 

Learn about the Azure services to configure,  
protect, and isolate your networks in Azure.  
 

In this module, you will learn how network 
security groups and service endpoints help you 
secure your virtual machines and Azure services 
from unauthorized network access. 

Learn how to Implement TLS encryption 
to secure traffic between your users and 
Application Gateway, and between Application 
Gateway and your web servers. 

ARTICLE5 HRS.

43 MINS.

1.2 HRS.

28 MINS.

Azure Network Security community repository  Explore the GitHub community repository for 
deploying, managing, and integrating Azure 
Network Security resources. 

Ask the product experts – Azure Network Security Watch this on-demand session for improving business 
agility and saving costs on security protection using 
cloud-native network security services while moving 
workloads or modernizing apps on Azure. 

SELF-PACED LEARNING

SELF-PACED LEARNING

RESOURCES

VIDEO
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In the cloud, connectivity issues can occur at several 
levels in different network configurations. From load 
balancing to name resolution, this section explains how 
to troubleshoot common networking problems. 

Troubleshooting 

Azure Status Page View Azure service status by  
product/service and by region. 

Troubleshoot name resolution issues in 
Microsoft Azure

This module looks at name resolution issues for 
public networks, private networks, and internal 
networks that connect to Azure. 

34 MINS.

LIVE UPDATES

SELF-PACED LEARNING
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https://status.azure.com/status?WT.mc_id=modinfra-73639-orthomas
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Troubleshooting 

Troubleshoot name resolution  
issues in Microsoft Azure

Troubleshoot cloud and hybrid 
connectivity in Microsoft Azure

This module looks at name resolution issues for 
public networks, private networks, and internal 
networks that connect to Azure. 

This module explains how to manage and 
troubleshoot different network configurations to 
support your organization’s needs. 

34 MINS.

42 MINS.

59 MINS

38 MINS.

Troubleshoot network security  
issues with Microsoft Azure

Learn how to troubleshoot network issues 
revolving around WAF, NSG, Azure Firewall, and 
latency within a virtual network.

Troubleshoot routing, traffic control,  
and load balancing in Microsoft Azure

This module shows how to troubleshoot network 
issues revolving around routing and traffic control 
and load balancing. 

SELF-PACED LEARNING

SELF-PACED LEARNING

SELF-PACED LEARNING

SELF-PACED LEARNING
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Troubleshoot connectivity issues with 
virtual machines in Microsoft Azure

Troubleshoot VPN gateways  
in Microsoft Azure

Monitor and troubleshoot your end-
to-end Azure network infrastructure by 
using network monitoring tools  

By the end of this module, you will be able to 
troubleshoot deployment, connectivity, and 
authorization issues with Azure Bastion and 
just-in-time access to virtual machines. 

In this module, we’ll look at how to monitor and 
troubleshoot site-to-site and point-to-site VPNs. 

This module examines the use of Network 
Watcher tools, diagnostics, and logs to help 
find and fix networking issues in your Azure 
infrastructure. 

32 MINS.

47 MINS.

1 HR.

Exam AZ-720: Troubleshooting  
Microsoft Azure Connectivity:

This exam measures your ability to troubleshoot 
business continuity issues; troubleshoot hybrid and 
cloud connectivity issues; troubleshoot Platform as a 
Service issues; troubleshoot authentication and access 
control issues; troubleshoot networks and troubleshoot 
VM connectivity issues. 

SELF-PACED LEARNING

SELF-PACED LEARNING

SELF-PACED LEARNING

CERTIFICATION

Troubleshooting 
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Free Azure Trial
Get started with $200 of Azure credit 
for 30 days, popular services free for 
12 months, and more than 40 services 
that are always free. 

Trial Training

Microsoft Learn 
Discover your path and arrive at your goals 
faster. Get the latest updates related to 
training and certification. 

Instructor-led training courses
Prefer a classroom environment with an 
instructor? Browse the catalog of instructor-
led training and find local learning partners. 

Blogs Documentation Stay connected

Continue your learning Once you have completed your Azure 
Networking learning journey, stay updated 
and connected with these resources:  

AZURE FREE ACCOUNT
INTERACTIVE LEARNING CLASSROOM TRAINING

Microsoft Azure blog 
The latest news and announcements 
direct from Azure product teams.

Microsoft Azure Networking 
The latest announcements, how-to advice, 
and best practices for Azure Networking. 
BLOG

BLOG

Azure networking 
documentation
Browse Azure products and services 
documentation, get code examples, 
tutorials, and more.
ROADMAP

Azure updates 
Stay informed on the latest 
product features. 

ROADMAP

Azure networking community 
Follow the discussions on Azure 
Networking.  Get your questions 
answered or help a fellow network 
professiona
FORUMS

EVENTS

Microsoft events 
Special events and virtual training days 
to help you expand your expertise, learn 
new skills, and build community. 

This document is provided “as-is”. Information and views expressed in this document, 
including URL and other Internet Web site references, may change without notice.  
© 2022 Microsoft. All rights reserved.
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